
Remember 3 tips to avoid financial loss.

Check your bank records carefully 

Scammers may use fake cheques or deposit slips to make transactions. When
receiving payment, verify the available balance against the account records to ensure
the funds have been received and don't purely rely on the message images. Now, you
can also check both pending and posted transactions via the app. Primary debit
cardholders can see transaction records of both primary and supplementary cards at a
glance, making it easier to spot any suspicious transactions.

Never share your account details

When dealing with suspicious bank staff / organisations / individuals, don't
disclose your account details or password. Also, avoid logging on to online banking
with untrusted or public devices. If in doubt, remember to verify via the official
channels.

Ensure your contact details are up-to-date

To keep your account safe, remember to regularly check if your contact info (e.g.
mobile number, email, correspondence addresses, etc.) is correct and up-to-date. You
can always update it via Hang Seng Mobile App.

Protect your funds with "Money Safe"

Want to keep your money extra secure? Check out Money Safe introduced by HKMA!
Putting money into this separate Money Safe Account is just like locking money into a
"safe", you'll need to visit our branch for extra verification to unlock it. 

An Anti-scam (Scameter) alert helps you to stay vigilant
against scams

When sending money to other organisations / individuals via Hang Seng Mobile App or
Personal e-Banking and an Anti-scam (Scameter) alert will give you 10 seconds to
reconsider before proceeding. Do not transfer money to a payee that is in the list of
suspicious scammers.

Safer way to verify your identity

We'll gradually upgrade our security measures to protect your account. From Nov
2025, if you've opened an account with HKID (applicable to customer who are aged 18
or above), you can quickly and safely register e-Banking or bind your device to Hang
Seng Mobile App by capturing your HKID and taking a selfie.
 
Later we may verify your identity again to make sure it's you using the device. You can
then have access to all services, including money transfer to new payees, payment to
institutions and "card-not-present" transactions authentication.


