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Hang Seng Anti-Fraud Tips

Holiday scams you should beware of |
Things you can do |
Our upgraded security measures

No matter you receive a call or message
claiming to be from any platform or company,
you should verify the call or message number and the
identity of the other party through official channels.

Watch out for these latest shopping scams as
you prepare for the holiday season! >

Bought lots of things recently? Beware of fraudsters posing as
staff from online shopping sites, payment platforms or telecom
companies, they may claim you owe fees or have ordered
items. If you try to cancel, they'll ask you to follow fake steps like
connecting to a fake bank hotline or using video calls to instruct
you to complete the cancellation process via ATMs. Their goal
is to steal your personal information or trick you into transferring
money to their accounts.

You may come across a lot of online promotions during the holiday
season. Please beware that fraudsters may pose as merchants or
sellers on social media by using fake ads or business accounts,
impersonating staff from well-known brands or payment platforms or
creating posts to sell products.

Once you show interest in buying, they will try to direct you to fake
online stores, mobile apps or payment platforms for payment,
aiming to steal your money and payment information.

Discounts and coupons are common during the holiday season,
but fraudsters may also send you SMS or text messages with
links or QR codes claiming to offer red packets or coupons.
These links could take you to group chats, phishing websites or
app downloads, often asking you to complete tasks to get the
coupons. They use this tactic to trick you into sharing your
personal information.

As the new year approaches, fraudsters may send you "reminders”
via SMS or messaging apps, claiming that your loyalty points are
about to expire. They may ask you to click links to fake websites
and enter your credit card information in exchange for gifts or
vouchers.

Looking to earn extra money during the holidays? So are
fraudsters! They may offer short-term holiday jobs on
messaging apps or social media, promising high pay and no
experience needed. But they'll ask you to pay fees or deposits
and then cut off all contact.

With the season of love around the corner, watch out for romance
scammers! They create fake profiles on social media or dating
sites to gain your feelings. Then, they'll push you to invest in
cryptocurrency or other schemes. When you try to withdraw your
money, they'll make excuses and might even ask you to invest
more.

No matter how they do it, fraudsters are aiming to get your money or steal your personal
information, such as bank account number, credit card information and one-time password.

Things you can do
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We'll never request personal information such as your login password or One-Time
password via phone calls, emails or text messages. We won't ask you to access your
Personal e-Banking, verify your username, account number or update your information
through links. We'll also never direct you to third-party websites or request that you make
deposits or transfers to any third party.
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Security tips for using credit / debit cards
If you're going to travel overseas, you can set an overseas daily
e — withdrawal limit for your credit / debit card to enable overseas ATM
‘ | withdrawal services. You can also set a daily spending limit for debit
card transactions to better protect yourself against fraud. If you
{m suspect fraudulent activity or lose your credit / debit card, remember
E to block or report it immediately via Hang Seng Mobile App.

To keep your shopping experience safe, we may require you to authenticate online credit / debit
card transactions on Hang Seng Mobile App. You'll also get notifications after each transaction
for peace of mind.

Please also remember to keep your physical card, account information and password safe, and
pay attention to the transaction alerts sent to you via push notifications, SMS or email to avoid
unauthorised transactions and potential losses due to negligence.

Keep your contact information updated in a few steps

- You can update your contact information (including mobile number
e and email address) anytime via Hang Seng Mobile App P Left menu
E,@ P "Settings & Security” P "Account & personal particulars” »
"Update personal particulars", allowing you to conduct high-risk

Weeer) transactions securely and receive timely updates from us via email
and SMS. B

ATMs scam report alerts

To reduce your risk of being scammed, starting from 8 Dec 2024, our
scam report alerts will be extended to ATMs. If the payee account of
your transfer is linked to a scam report, we'll issue a warning before
you proceed with the transaction to remind you to verify if the payee
is trustworthy.
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We've updated our app icons! Make sure you recognise the new icons and only download
and install our apps from official app stores and Hang Seng official website.
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Hang Seng Personal Banking
mobile app

Hang Seng Invest Express
mobile app

Hang Seng Olive

You can visit "Security Information Centre” on our bank website to learn more
anti-fraud information.
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This is a computer generated email by Hang Seng Bank.
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Please don't reply to this email. The English version of this email shall prevail whenever there’s
a discrepancy between the English and Chinese versions.
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If there are any changes in your contact information, please update it by logging on to Hang
Seng Personal e-Banking or Hang Seng Mobile App. You can also download the Update of
Customer's Information Form from hangseng.com and return the completed form to any of our
branches or mail to: Hang Seng Bank Ltd, GPO Box 3013, Hong Kong.
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To learn about our Online Important Notices, please refer to hangseng.com > Important Notices
> Online Important Notices section for details.
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Security Reminder R &2

We maintain strict security standards and procedures to prevent unauthorized access
to your personal information. We'll not ask you for sensitive personal information such
as logon password or one-time passwords; and we'll never ask you to validate your
user ID, account number, or click on a hyperlink to log on to Hang Seng Personal e-
Banking or to update your information by email. If you receive such request, please
contact us on (852) 2822 0228.
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