
Dreaming of financial freedom? So are fraudsters! They disguise themselves as investment
experts, enticing you with "insider" investment secrets.
 
They're too good to be true! Let's uncover the truth behind these investment scams! 
 

Lure you with the
path to wealth

Fraudsters often pretend to be
successful investors to lure you in
through messaging apps. They may
contact you randomly or add you to
group chats, pretending to share their
tips and secrets with you.

Share "insider
information" with you

Fraudsters will tell you about low-risk,
high-return investment opportunities,
urging you to invest! 

Trick you into
transferring money

If you show interest, fraudsters will trick
you into downloading a fake investment
app and ask you to deposit money, but
the receiving account is usually a
personal bank account.  

Run off with your
money

Just when you think you're earning
returns and try to withdraw them,
fraudsters will stop you with excuses like
high handling fees or system
malfunctions. After making these
excuses, they simply disappear with your
money.

Research before investing

Thoroughly research the background and prospects of the investment products /
projects. Don't easily trust information from referrers or online sources.

Verify if the investment agent is licensed

Before investing, visit the official website of the regulatory authority to verify if the
referrer or platform holds a valid licence using the information you have.

Reduce the risk of
sending money to the
scam-related
accounts

When transferring money using Hang
Seng Mobile App, if the payee account is
flagged by Scameter's high-risk alert or
related to other scam reports, we'll alert
you before you confirm the transfer.
Always double-check the payment
details and payee's identity before
confirming!

Monitor your account
activity

You can keep track of your banking
activities, such as log-ons and
transactions, via Hang Seng Mobile App
by going to "Settings & Security" > "Your
Recent Activities". This helps you quickly
spot and promptly follow up on any
unauthorised use.

Activate your credit
and debit cards
safely

Whether you're in town or overseas, you
can activate your new / replacement /
renewal credit or primary debit card
safely and easily anytime with Hang
Seng Mobile App.

Enhanced protection
for incoming
transfers

When using your Hang Seng account
number to receive money, make sure
you provide the payer with your full name
as registered in our bank's record! We’ll
check local real-time transfers over

HKD1,0001. If the payee's account
number and name don't match, the
payment will be rejected.
 
1We'll review this amount from time to
time and may lower it. 


